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Whistleblower Protection

Introduction

The Sarbanes-Oxley Act of 2002 makes it a federal crime for any organization — nonprofit and for-profit — to retaliate against a “whistleblower” who reports illegal or unacceptable activity. It also requires publicly traded companies to establish a confidential process for reporting misuse of the organization’s financial assets. 

In practice, it is difficult to separate the prohibition against retaliation from the reporting process. So, most whistleblower policies address both. They are also being used to address other improprieties, such as discrimination and sexual harassment. Individuals who witness any kind of unsuitable behavior must feel free to speak out. Nonprofit leaders — board and senior management together — should take complaints seriously, undertake an investigation, and rectify the situation.

Key Elements

· The whistleblower policy should state, unequivocally, that fraudulent actions are not tolerated. It may also apply to other improprieties.

· A confidential reporting mechanism sends a message to the entire staff that fraud is not tolerated and that whistleblowers are protected. That mechanism might be automated, such as online services or phone lines. Or, it may include a hierarchy of levels within the organization, from the human resource manager and the chief executive to the audit committee and the board chair.

Practical Tips

· To ensure clarity, provide definitions in the whistleblower policy that range from identifying what allegations are governed by the policy to what constitutes retaliation.

· The policy should also outline a clear and consistent practice for reporting alleged violations. This process should be explicit about how and to whom complaints are submitted.

· A whistleblower policy functions as an extension of a code of ethics and a parallel process to complaint procedures (see E-Policy Sampler: Complaints). In developing the policy and the process, consider its relationship to these other policies.

Sample Whistleblower Protection Policies

The four samples provide different approaches to reporting procedures, whistleblower protection, and defining fraudulent activity versus misbehavior.

1. This policy is written in simple language and focuses on the intent behind whistleblower protection.

2. This sample provides clear definitions and provisions for handling allegations of misconduct while protecting the organization under difficult circumstances.

3. This sample expands the list of improprieties that are subject to the whistleblower policy to include fraudulent actions and actions that violate other codes of conduct.

4. This policy provides a description of reporting procedures in further detail.

Sample #1

This policy is written in simple language and focuses on the intent behind whistleblower protection.

Sample Whistleblower Policy

General

XYZ Code of Ethics and Conduct (“Code”) requires directors, officers, and employees to observe high standards of business and personal ethics in the conduct of their duties and responsibilities. As employees and representatives of the organization, we must practice honesty and integrity in fulfilling our responsibilities and comply with all applicable laws and regulations.

Reporting Responsibility

It is the responsibility of all directors, officers, and employees to comply with the Code and to report violations or suspected violations in accordance with this Whistleblower Policy. 

No Retaliation

No director, officer, or employee who in good faith reports a violation of the Code shall suffer harassment, retaliation, or adverse employment consequence. An employee who retaliates against someone who has reported a violation in good faith is subject to discipline up to and including termination of employment. This Whistleblower Policy is intended to encourage and enable employees and others to raise serious concerns within the organization prior to seeking resolution outside the organization.

Reporting Violations

The Code addresses the organization’s open-door policy and suggests that employees share their questions, concerns, suggestions, or complaints with someone who can address them properly. In most cases, an employee’s supervisor is in the best position to address an area of concern. However, if you are not comfortable speaking with your supervisor or you are not satisfied with your supervisor’s response, you are encouraged to speak with someone in the human resources department or anyone in management who you are comfortable approaching. Supervisors and managers are required to report suspected violations of the Code of Conduct to the organization’s compliance officer, who has specific and exclusive responsibility to investigate all reported violations. For suspected fraud, or when you are not satisfied or uncomfortable with following the organization’s open-door policy, individuals should contact the organization’s compliance officer directly.

Compliance Officer

The organization’s compliance officer is responsible for investigating and resolving all reported complaints and allegations concerning violations of the Code and, at his or her discretion, shall advise the chief executive and/or the audit committee. The compliance officer has direct access to the audit committee of the board and is required to report to the audit committee at least annually on compliance activity. The organization’s compliance officer is the chair of the audit committee. 

Accounting and Auditing Matters

The audit committee of the board shall address all reported concerns or complaints regarding corporate accounting practices, internal controls, or auditing. The compliance officer shall immediately notify the audit committee of any such complaint and work with the committee until the matter is resolved.

Acting in Good Faith

Anyone filing a complaint concerning a violation or suspected violation of the Code must be acting in good faith and have reasonable grounds for believing the information disclosed indicates a violation of the Code. Any allegations that prove not to be substantiated and which prove to have been made maliciously or knowingly to be false will be viewed as a serious disciplinary offense.

Confidentiality

Violations or suspected violations may be submitted on a confidential basis by the complainant or may be submitted anonymously. Reports of violations or suspected violations will be kept confidential to the extent possible, consistent with the need to conduct an adequate investigation. 

Handling of Reported Violations

The compliance officer will notify the sender and acknowledge receipt of the reported violation or suspected violation within __ business days. All reports will be promptly investigated and appropriate corrective action will be taken if warranted by the investigation. 

Audit Committee Compliance Officer

[Organization] Management Staff
Copyright 2004, National Council of Nonprofit Associations, www.ncna.org. Reprinted with permission.
Sample #2

This policy provides clear definitions and provisions for handling allegations of misconduct while protecting the organization under difficult circumstances.

In keeping with the policy of maintaining the highest standards of conduct and ethics, XYZ will investigate any suspected fraudulent or dishonest use or misuse of XYZ’s resources or property by staff, board members, consultants, or volunteers.

Staff, board members, consultants, and volunteers are encouraged to report suspected fraudulent or dishonest conduct (i.e., to act as “whistleblower”), pursuant to the procedures set forth below.

Reporting

A person’s concerns about possible fraudulent or dishonest use or misuse of resources or property should be reported to his or her supervisor or, if suspected by a volunteer, to the staff member supporting the volunteer’s work. If, for any reason, a person finds it difficult to report his or her concerns to a supervisor or staff member supporting the volunteer’s work, the person may report the concerns directly to the chief executive. Alternately, to facilitate reporting of suspected violations where the reporter wishes to remain anonymous, a written statement may be submitted to one of the individuals listed above. 

Definitions

Baseless Allegations

Allegations made with reckless disregard for their truth or falsity. Individuals making such allegations may be subject to disciplinary action by XYZ, and/or legal claims by individuals accused of such conduct.

Fraudulent or Dishonest Conduct

A deliberate act or failure to act with the intention of obtaining an unauthorized benefit. Examples of such conduct include

· Forgery or alteration of documents

· Unauthorized alteration or manipulation of computer files

· Fraudulent financial reporting

· Pursuit of a benefit or advantage in violation of XYZ’s Conflict-of-Interest Policy

· Misappropriation or misuse of XYZ resources, such as funds, supplies, or other assets

· Authorizing or receiving compensation for goods not received or services not performed

· Authorizing or receiving compensation for hours not worked

Whistleblower

An employee, consultant, or volunteer who informs a supervisor or the chief executive about an activity relating to XYZ which that person believes to be fraudulent or dishonest.

Rights and Responsibilities

Supervisors

Supervisors are required to report suspected fraudulent or dishonest conduct to the chief executive. Reasonable care should be taken in dealing with suspected misconduct to avoid

· Baseless allegations

· Premature notice to persons suspected of misconduct and/or disclosure of suspected misconduct to others not involved with the investigation

· Violations of a person’s rights under law

Due to the important yet sensitive nature of the suspected violations, effective professional follow-up is critical. Supervisors, while appropriately concerned about “getting to the bottom” of such issues, should not in any circumstances perform any investigative or other follow-up steps on their own. Accordingly, a supervisor who becomes aware of suspected misconduct

· Should not contact the person suspected to further investigate the matter or demand restitution

· Should not discuss the case with attorneys, the media, or anyone other than the chief executive

· Should not report the case to an authorized law enforcement officer without first discussing the case with the chief executive

Investigation

All relevant matters, including suspected but unproved matters, will be reviewed and analyzed, with documentation of the receipt, retention, investigation, and treatment of the complaint. Appropriate corrective action will be taken, if necessary, and findings will be communicated to the reporting person and his or her supervisor. Investigations may warrant investigation by independent persons such as auditors and/or attorneys.

Whistleblower Protection

XYZ will protect whistleblowers as defined below:

· XYZ will use its best efforts to protect whistleblowers against retaliation. Whistleblowing complaints will be handled with sensitivity, discretion, and confidentiality to the extent allowed by the circumstances and the law. Generally, this means that whistleblower complaints will only be shared with those who have a need to know so that XYZ can conduct an effective investigation, determine what action to take based on the results of any such investigation, and in appropriate cases, with law enforcement personnel. (Should disciplinary or legal action be taken against a person or persons as a result of a whistleblower complaint, such persons may also have the right to know the identity of the whistleblower.)
· Employees, consultants, and volunteers of XYZ may not retaliate against a whistleblower for informing management about an activity which that person believes to be fraudulent or dishonest with the intent or effect of adversely affecting the terms or conditions of the whistleblower’s employment, including but not limited to, threats of physical harm, loss of job, punitive work assignments, or impact on salary or fees. Whistleblowers who believe that they have been retaliated against may file a written complaint with the chief executive. Any complaint of retaliation will be promptly investigated and appropriate corrective measures taken if allegations of retaliation are substantiated. This protection from retaliation is not intended to prohibit supervisors from taking action, including disciplinary action, in the usual scope of their duties and based on valid performance-related factors.

· Whistleblowers must be cautious to avoid baseless allegations (as described earlier in the definitions section of this policy).
Sample #3

This sample expands the list of improprieties that are subject to the whistleblower policy to include fraudulent actions and actions that violate other codes of conduct.

Introduction

The Statement of Values and Code of Ethics adopted by XYZ requires all staff, board members, and volunteers to observe high standards of business and personal ethics in the conduct of their duties and responsibilities. As employees and representatives of XYZ, we must practice honesty and integrity in fulfilling our responsibilities and comply with all applicable laws and regulations. Set forth below is XYZ’s policy with respect to reporting good-faith concerns about the legality or propriety of XYZ actions or plans.

Reporting of Concerns or Complaints 

It is the responsibility of all staff, board members, and volunteers to comply with XYZ’s Code of Ethics and applicable law and to report violations or suspected violations in accordance with this Whistleblower Policy. 

Confidentiality 

XYZ will treat all communications under this policy in a confidential manner, except to the extent necessary 1) to conduct a complete and fair investigation, or 2) for review of XYZ operations by XYZ’s board, its audit committee, XYZ’s independent public accountants, and XYZ’s legal counsel. 

Retaliation 

XYZ will not permit any negative or adverse actions to be taken against any employee or individual for making a good-faith report of a possible violation of its Code of Ethics or applicable law, even if the report is mistaken, or against any employee or individual who assists in the investigation of a reported violation. Retaliation in any form will not be tolerated. Any act of alleged retaliation should be reported immediately and will be promptly investigated. An employee who retaliates against someone who has reported a violation in good faith is subject to discipline up to and including termination of employment. This Whistleblower Policy is intended to encourage and enable employees and others to raise serious concerns within XYZ prior to seeking resolution outside the organization. 

How To Report Concerns or Complaints 

Employees and others may communicate suspected violations of its Code of Ethics, applicable law, or other wrongdoing or alleged retaliation by contacting XYZ’s [title, name, phone, e-mail]. If you wish to remain anonymous, it is not necessary that you give your name or position in any notification. 

Whether or not you identify yourself, for a proper investigation to be conducted, please provide XYZ with as much information as you can, sufficient to do a proper investigation, including where and when the incident occurred, names and titles of the individuals involved, and as much other detail as you can provide. 

Illustrative Types of Concerns 

The following is a nonexhaustive list of the kinds of improprieties that should be reported: 

· Supplying false or misleading information on XYZ’s financial or other public documents, including its Form 990

· Providing false information to or withholding material information from XYZ’s board or auditors

· Destroying, altering, mutilating, concealing, covering up, falsifying, or making a false entry in any records that may be connected to an official proceeding, in violation of federal or state law or regulations

· Altering, destroying, or concealing a document, or attempting to do so, with the intent to impair the document’s availability for use in an official proceeding or otherwise obstructing, influencing, or impeding any official proceeding, in violation of federal or state law or regulations

· Embezzling, self-dealing, private inurement (i.e., XYZ earnings inuring to the benefit of a director, officer, or senior management) and private benefit (i.e., XYZ assets being used by anyone in the organization for personal gain or benefit) 

· Paying for services or goods that are not rendered or delivered

· Using remarks or actions of a sexual nature that are not welcome and are likely to be viewed as personally offensive, including sexual flirtations; unwelcome physical or verbal advances; sexual propositions; verbal abuse of a sexual nature; the display of sexually suggestive objects, cartoons, or pictures; and physical contact of a sexual or particularly personal nature.

· Using epithets, slurs, negative stereotyping, and threatening, intimidating, or hostile acts that relate to race, color, religion, gender, national origin, age, or disability

· Circulating or posting written or graphic material in the workplace that denigrates or shows hostility or aversion toward an individual or group because of race, color, religion, gender, nationality, age, or disability

· Discriminating against an employee or potential employee due to a person’s race, color, religion, sex, sexual orientation, national origin, age, physical or mental impairment, or veteran status

· Violating XYZ’s Statement of Values and Code of Ethics, Conflict-of-Interest Policy, Harassment Policy, or Equal Employment Opportunity Policy

· Facilitating or concealing any of the above or similar actions

Questions 

If you have any questions regarding this policy, please contact _____________________.

Sample #4

This policy provides a description of reporting procedures in further detail.

XYZ Whistlebower Policy

The whistleblower policy is intended to provide a mechanism for the reporting of illegal activity or the misuse of XYZ assets while protecting the employees who make such reports from retaliation.

Questionable Conduct

This policy is designed to address situations in which an employee suspects another employee has engaged in illegal acts or questionable conduct involving XYZ’s assets. This conduct might include outright theft (of equipment or cash), fraudulent expense reports, misstatements of any accounts to any manager or to XYZ’s auditors, or even an employee’s conflict of interest that results in financial harm to XYZ. XYZ encourages staff to report such questionable conduct and has established a system that allows them to do so anonymously.

Making a Report

If an employee suspects illegal conduct or conduct involving misuse of XYZ assets or in violation of the law, he or she may report it, anonymously if the employee wishes, and will be protected against any form of harassment, intimidation, discrimination, or retaliation for making such a report in good faith.

Employees can make a report to any of the following XYZ executives at any time: chief executive, chief financial officer, or the head of human resources. XYZ will promptly conduct an investigation into matters reported, keeping the informant’s identity as confidential as possible consistent with our obligation to conduct a full and fair investigation.

Alternatively, employees can make a report by calling either the board chair or the chair of the audit committee. Their names and phone numbers are posted on XYZ’s intranet.

No Retaliation

An employee who has made a report of suspicious conduct and who subsequently believes he or she has been subjected to retaliation of any kind by any XYZ employee is directed to immediately report it to the chief executive, the chief financial officer, or the head of human resources as appropriate. 

Reports of retaliation will be investigated promptly in a manner intended to protect confidentiality as much as practicable, consistent with a full and fair investigation. The party conducting the investigation will notify the employee of the results of the investigation. 

XYZ strongly disapproves of and will not tolerate any form of retaliation against employees who report concerns in good faith regarding XYZ’s operations. Any employee who engages in such retaliation will be subject to discipline up to and including termination.

XYZ Reporting Procedures

The “whistleblower” procedure is intended to describe the process through which concerns about the possible misuse of XYZ assets are handled pursuant to XYZ’s whistleblower policy.

1. An employee makes a report of suspected misuse of XYZ assets by reporting in person to an XYZ executive, or reporting anonymously to the board chair or the audit committee chair.

2. The report is promptly reviewed by the chief executive, as well as the chief financial officer, to determine whether the report constitutes a complaint or a non-complaint, unless one of them is allegedly involved in the misconduct, in which case the report should be reviewed by only one of them. (If both of them are alleged to be involved, the report should go directly to the board chair or the audit committee chair.)

· A complaint means any report involving (i) questionable accounting, auditing, financial reporting, or internal controls; (ii) suspected fraud, theft, or improper use of company assets; (iii) a violation of XYZ’s conflict-of-interest policy that results in a financial harm to XYZ; or (iv) a claim of retaliation against any employee making a good-faith report regarding any of the preceding matters. 

· A non-Complaint means a report of any other matter not involving a misuse of XYZ’s assets.

3. If the report is deemed to be a complaint, it will be promptly investigated and forwarded to the audit committee chair. If the report is deemed to be a non-complaint, it will be referred to the appropriate executive or manager for follow-up. Some non-complaints may involve serious matters and may require prompt investigation, but may nevertheless not involve misuse of XYZ’s assets.

4. Each complaint is fully investigated, and as far as possible handled so as to protect the privacy of the employee making the complaint. A written report of the outcome of each investigation is prepared and delivered to the audit committee chair.

5. The audit committee chair decides whether the report involves a matter that is material. If it is deemed material, it is reviewed by the full committee, which may forward it for disposition to the board or may direct senior management to take actions to resolve the situation. If the report is deemed nonmaterial, it is not reviewed by the committee but is instead addressed by the chief financial officer, as appropriate.

Suggested Resources

· American Bar Association Coordinating Committee. Guide to Nonprofit Corporate Governance in the Wake of Sarbanes-Oxley. Chicago, IL: American Bar Association, 2005.

· BoardSource and Independent Sector. “The Sarbanes-Oxley Act and Its Implications for Nonprofit Organizations.” Washington, DC: BoardSource and Independent Sector, revised in 2006.

· Ober|Kaler, attorneys at law. The Nonprofit Legal Landscape. Washington, DC: BoardSource, 2005.

· Office of Compliance Assistance Policy. Employment Law Guide. Washington DC: U.S. Department of Labor, 2005.
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